
SPECIAL CATEGORIES OF DATASCOPE DATA SUBJECTS RIGHTS MISCELLANEOUS DPO DATA BREACH ENFORCEMENT

EU UAE (Federal Law) DIFC ADGM KSA WLC Remarks

Name of 
Legislation

General Data Protection 
Regulation (GDPR)

UAE Law on the Protection  
of Personal Data

DIFC Data Protection Law Data Protection Regulations 
2022

*Amendments to the law in 2022, 
2023, and 2024

Personal Data Protection Law 
(PDLP)

Regulations N/A Executive Regulations Data Protection Regulations 
2020

N/A Implementing Regulation of the 
Personal Data Protection Law

Effective Date Came into force:  
24 May 2016

Is enforced from: 
25 May 2018

Came into force:  
2 January 2022

Is enforced from:  
within 6 months after Executive 
Regulations are published (the 
UAE Data Office reserves the 
right to extend the enforcement 
date and as of now, they have 
not yet been published)

Came into force:  
1 July 2020 

Is enforced from:  
1 October 2020

Came into force:  
14 February 2021

Is enforced from:

•	 for entities incorporated on or 
after the 14 February 2021 – 
from 14 August 2021. 

•	 For other entities – from 14 
February 2022

Came into force:  
14 September 2023 

Becomes fully enforceable:  
14 September 2024

Dear Reader,
Thank you for downloading this White Paper. Its aim is to help 
organisations who operate within different GCC jurisdictions in 
comparing and aligning with different data protection obligations. 

Please note that various colours have been used to indicate 
key similarities between chosen data protection laws. The only 
exception is the red colour which highlights major differences 
that should particularly be taken into account. 

Comparison of GDPR v selected Middle East Privacy Laws
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Scope
EU UAE (Federal Law) DIFC ADGM KSA WLC Remarks

Territorial 
Scope

Applies to a controller or proces-
sor that: 

1.	 is  established in the EU

2.	 offers goods or services in 
the EU

3.	 monitors the behaviour of EU 
data subjects.

Applies to:

1.	  each data subject residing 
in the state or having a place 
of business in it

2.	  each controller or proces-
sor residing in the state and 
carrying out the activities of 
processing personal data 
of data subjects inside and 
outside the state

3.	 each controller or processor 
residing outside the state and 
carrying out the activities of 
processing personal data of 
data subjects inside the state.

Applies to a controller or proces-
sor that: 

1.	 is  established in DIFC re-
gardless where the process-
ing takes place

2.	 processes personal data in 
DIFC as part of stable ar-
rangements, other than on an 
occasional basis (law applies 
to such processing only).

 

Applies to:

1.	 a controller or processor that 
is  established in ADGM 
regardless where the process-
ing takes place

2.	 a processor who is processing 
personal data for a controller 
outside of ADGM.

Applies to a controller or pro-
cessor that processes personal 
data related to individuals that 
takes place in the KSA by any 
means, including the processing 
of personal data related to  in-
dividuals residing in the Kingdom 
by any means from any party 
outside the Kingdom.

Material scope  Applies to the processing of 
personal data wholly or partly 
by automated means and to the 
processing other than by auto-
mated means of personal data 
which form part of a filing system 
or are intended to form part of a 
filing system.

 Applies to the processing of 
all or part of the personal data 
by means of electronic systems 
which operate automatically, or 
by other means.

 Applies to the processing of 
personal data by automated 
means, and other than by auto-
mated means where the personal 
data forms part of a Filing Sys-
tem or is intended to form part of 
a filing system.

 processing of personal data 
wholly or partly by automated 
means and to the processing oth-
er than by automated means of 
personal data which forms part 
of a filing system or is intended to 
form part of a filing system. 

 Applies to any processing of 
personal data related to individ-
uals by any means. This includes 
data of the deceased if it would 
lead to them or a member of their 
family being identified specifi-
cally.

KSA and UAE Federal Law 
have the broadest scope of 
application – they apply to 
any type of processing, and 
do not narrow down the 
scope depending on wheth-
er personal data is to form 
part of a filing system.

Notable 
exemptions

 Personal or household activ-
ities.

1.	  Government Data
2.	  Governmental entities 

which control or process 
personal data

3.	  Personal data held by the 
security and judicial author-
ities

4.	 A data subject who process-
es his/her data for personal 
purposes

5.	 Personal Health Data that 
has legislation regulating its 
protection and processing

6.	 Personal banking and credit 
data and information that 
have legislation regulating 
their protection and process-
ing

7.	 Companies and establish-
ments located in free zones in 
the Country and have special 
legislations regarding Person-
al data protection.

Operations or sets of operations 
performed on personal data by:

1.	  a natural person in the 
course of a purely personal or 
household activity that has 
no connection to a commer-
cial purpose

2.	  law enforcement authorities 
for the purposes of the pre-
vention, investigation, detec-
tion or prosecution of criminal 
offences or the execution of 
criminal penalties, including 
safeguarding against and 
preventing threats to public 
security.

1.	  Personal or household 
activities

2.	  Public authorities for the 
purposes of the prevention, 
investigation, detection 
or prosecution of criminal 
offences or the execution of 
criminal penalties, including 
the safeguarding against and 
the prevention of threats to 
national security

3.	 Files or sets of files, as well 
as their cover pages, which 
are not structured according 
to specific criteria.

 Personal or family use, as long 
as the data subject did not pub-
lish or disclose it to others.

Every single legislation has 
its own set of exceptions. 
They are pretty much very 
similar, but it is crucial to 
take into account minor 
differences (for instance, 
please see the red markings 
re. personal use, which high-
light differences between 
data protection laws)

SCOPE
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Definition of 
personal data 
(or equivalent 
term)

 Any information relating to an 
identified or identifiable natu-
ral person (‘data subject’); an 
identifiable natural person is one 
who can be identified, directly 
or indirectly, in particular by 
reference to an identifier such as 
a name, an identification number, 
location data, an online identifier 
or to one or more factors specific 
to the physical, physiological, ge-
netic, mental, economic, cultural 
or social identity of that natural 
person.

 Any data relating to an identi-
fied natural person, or a natural 
person who can be identified, 
directly or indirectly, through the 
linking of data, by reference to 
an identifier such as his or her 
name, voice, picture, identification 
number, electronic identifier, geo-
graphical location, or one or more 
physical, physiological, cultural or 
social characteristics. 

 Any information referring to an 
identified or identifiable natural 
person. 

Identifiable natural person means 
a natural living person who can 
be identified, directly or indirectly, 
in particular by reference to an 
identifier such as a name, an 
identification number, location 
data, an online identifier or to 
one or more factors specific to 
his biological, physical, biometric, 
physiological, mental, genetic, 
economic, cultural or social iden-
tity (and “identified natural per-
son” is interpreted accordingly).

Any information relating to a 
data subject.

‘Data subject’ means an  
 identified or identifiable living 

natural person; an identifiable 
natural person is one who can 
be identified, directly or indirectly, 
in particular by reference to an 
identifier such as a name, an 
identification number, location 
data, an online identifier or to one 
or more factors specific to the 
physical, physiological, genetic, 
mental, economic, cultural or 
social identity of that natural 
person.

Any data, regardless of its source 
or form, that may lead to  iden-
tifying an individual specifically, 
or that may directly or indirect-
ly make it possible to identify 
an individual, including name, 
personal identification number, 
addresses, contact numbers, 
license numbers, records, person-
al assets, bank and credit card 
numbers, photos and videos of 
an individual, and any other data 
of personal nature.

In every single jurisdiction 
compared herein, the term 
is interpreted alike which 
helps larger organisation to 
have a uniform baseline and 
approach under different 
jurisdictions.

Data outside 
the scope of 
personal data 
(or equivalent 
term)

Anonymous data is information 
which does not relate to an iden-
tified or identifiable natural per-
sonal of personal data rendered 
anonymous in such a manner 
that the data subject is not or no 
longer identifiable.

Anonymous data which is pro-
cessed in a manner that leads 
to the anonymity of the Data 
subject, not linking and attribut-
ing such data to him/her and the 
inability to identify him/her in any 
way whatsoever.

Anonymised so that the data is 
no longer personal data and no 
Data subject can be identified 
from the data including where 
the data is lost, damaged or 
accidentally released.

Anonymous data which is no 
longer personal data and no data 
subject can be identified from the 
data.

Anonymous data is data which 
does not possess direct and 
indirect identifiers that would 
otherwise indicate the identity of 
the data subject. Anonymisation 
makes data permanently impos-
sible to identify the data subject.

Under all privacy laws, 
data that was anonymized 
should not be considered 
personal data as it lacks any 
identifiers that would uncov-
er data subject identity. 

Processing 
Bases (Regular 
personal data)

1.	  Consent for one or more 
specific purposes

2.	  Processing is necessary for 
the performance of a contract 
to which the data subject is 
party or in order to take steps 
at the request of the data 
subject prior to entering into a 
contract

3.	  Processing is necessary for 
compliance with a legal obli-
gation to which the controller 
is subject

4.	  Processing is necessary 
in order to protect the vital 
interests of the data subject or 
of another natural person

1.	  Consent

2.	  If the processing is neces-
sary to protect public interest

3.	 If the processing is related 
to personal data which has 
become available and known 
to all by an act of the Data 
subject

4.	 If the processing is necessary 
to initiate any procedures 
of legal claim or defense of 
rights or is related to judicial 
or security procedures

5.	 If the processing is necessary 
for purposes of occupational 
or preventive medicine in 
order to assess the em-
ployees’ ability of to work, 
performing medical diagnosis, 
providing health or social care, 
treatment or health insurance 
services, managing health or 
social care systems and ser-
vices in accordance with the 
legislation in force in the State

1.	  Consent

2.	  Processing is necessary for 
the performance of a contract 
to which a data subject is 
a party, or in order to take 
steps at the request of a data 
subject prior to entering into 
such contract

3.	  Processing is necessary 
for compliance with Applica-
ble Law that a controller is 
subject

4.	 Processing is necessary in 
order to protect the vital in-
terests of a Data subject or of 
another natural person

1.	  Consent 

2.	  Processing is necessary for 
the performance of a contract 
to which the Data subject is a 
party or in order to take steps 
at the request of the Data 
subject prior to entering into a 
contract

3.	  Processing is necessary for 
compliance with a legal obli-
gation to which the controller 
is subject under Applicable 
Law 

4.	  Processing is necessary to 
protect the vital interests of 
the Data subject or of another 
natural person

1.	  Consent

2.	  If the processing serves 
actual interests of the Data 
subject, but communicating 
with the Data subject is im-
possible or difficult

3.	  If the processing is pursuant 
to another law or in  

 implementation of a previ-
ous agreement to which the 
Data subject is a party

Under each data protection 
law, the bases for data pro-
cessing are quite similar – 
the broadest ones yet stem 
from UAE Federal Law and 
might be even extended by 
Regulations.

SCOPE
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5.	  Processing is necessary 
for the performance of a 
task carried out in the public 
interest or in the exercise of 
official authority vested in the 
controller

6.	  Processing is necessary for 
the purposes of the legitimate 
interests pursued by the con-
troller or by a third party.

6.	 If the processing is neces-
sary to protect public health, 
including protection from ex-
isting diseases and epidemics, 
or for the purposes of ensur-
ing the safety and quality of 
healthcare, medicines, drugs 
and medical devices, in accor-
dance with the legislation in 
force in the State

7.	 If the processing is necessary 
for archival purposes or for 
scientific, historical and sta-
tistical studies in accordance 
with the legislation in force in 
the State.

8.	 If the processing is necessary 
to protect the interests of the 
Data subject.

9.	 If the processing is neces-
sary for the purposes of the 
controller or Data subject 
carrying out their obligations 
and exercising their legally 
established rights in the field 
of employment, social security 
or laws concerned with social 
protection, to the extent per-
mitted by such Laws.

10.	  If the processing is neces-
sary to perform a contract to 
which the Data subject is a 
party, or to take measures at 
the request of the Data sub-
ject with the aim of conclud-
ing, amending or terminating 
a contract

11.	  If the processing is neces-
sary to fulfil specific obliga-
tions stipulated in other laws 
in force in the State for the 
controller

12.	Any other cases set out in the 
Executive Regulations of this 
Decree by Law.

5.	  Processing is necessary for 
performance of a task carried 
out by a DIFC Body in the 
interests of the DIFC; exercise 
of a DIFC Body’s powers and 
functions; or the exercise of 
powers or functions vested by 
a DIFC Body in a Third Party 
to whom personal data is 
disclosed by the DIFC Body

6.	  Processing is necessary 
for the purpose of legitimate 
interests pursued by a control-
ler or Third Party to whom the 
personal data has been made 
available, subject to Article 
13.

5.	  Processing is necessary for 
the performance of a task car-
ried out by a public authority 
in the interests of ADGM, or in 
the exercise of (i) ADGM’s; (ii) 
the Financial Services Regula-
tory Authority’s; (iii) the ADGM 
Court’s; or (iv) the Registration 
Authority’s functions or in the 
exercise of official authority 
vested in the controller under 
Applicable Law or

6.	  Processing is necessary for 
the purposes of the legitimate 
interests pursued by the con-
troller or by a Third Party

4.	  If the controller is a Public 
Entity and the processing 
is required for security pur-
poses or to satisfy judicial 
requirements

5.	  If the processing is neces-
sary for the purpose of legiti-
mate interest of the controller.

SCOPE
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Health Data YES YES YES YES YES 1.	 DIFC law also lists ‘com-
munal origin’ as a type of 
sensitive data.

2.	 UAE Data Law also lists 
‘data that reveals a natu-
ral person’s family’ as 
sensitive data.

3.	 UAE Data Laws specifies 
also ‘physical, psycho-
logical, mental, genetic 
or sexual condition’ as 
sensitive data.

4.	 KSA Law includes ‘data 
that indicates that one or 
both of the individual’s 
parents are unknown.

5.	 ADGM refers to this cat-
egory solely as ‘special 
categories of data, while 
the other jurisdictions 
use more commonly the 
term ‘sensitive data’.

Genetic Data YES NOT EXPLICITLY MENTIONED YES YES YES

Biometric 
Data YES YES YES YES YES

Race or 
ethnicity YES YES YES YES YES

Religious 
beliefs YES YES YES YES YES

Philosophical 
beliefs YES YES YES YES YES

Political 
opinions YES YES YES YES YES

Sex life or 
orientation YES YES YES YES YES

Citizenship or 
immigration 
status

NO NO NO YES NO

Offenses 
and criminal 
convictions

   NO  *  
*some extra rules apply

YES YES YES YES

Trade union 
membership YES YES YES NO NO

Precise 
geolocation NO NO NO NO NO

SSN, driver’s 
license, state 
ID or passport 
no. 

NO NO NO NO NO

Mail, email or 
SMS content NO NO NO NO NO

Children’s 
data NO NO NO NO NO

SPECIAL CATEGORIES OF DATA
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Specific 
requirements 
for Sensitive 
Data

May not be processed unless one 
of the exceptions apply: 

1.	  explicit consent from the 
data subject, unless prohibit-
ed by Union or Member State 
law

2.	  processing necessary for 
employment, social security, 
or social protection law, with 
appropriate legal authoriza-
tion or collective agreements

3.	  protection of vital interests 
of incapable data subjects or 
others

4.	  processing by non-profit 
bodies for their legitimate 
activities, limited to members 
or individuals with regular 
contact, with safeguards and 
no external disclosure without 
consent

5.	  processing of data publicly 
made by the data subject

6.	 processing necessary for legal 
claims or judicial proceedings

7.	 processing for substantial 
public interest, proportionate 
to the aim, respecting data 
protection rights, and with 
specific safeguards

8.	  processing for preventive 
or occupational medicine, 
health care provision, or 
management, subject to legal 
or contractual conditions and 
safeguards

9.	  processing for public health 
interests, ensuring rights and 
freedoms of data subjects

10.	processing for archiving, 
scientific, historical research, 
or statistical purposes, in 
accordance with proportion-
ate Union or Member State 
law, and safeguarding data 
subject rights and interests.

Where processing is carried out 
on a large scale with regard to 
sensitive personal data, the con-
troller and/or processor must 
complete a DPIA and designate 
a DPO.

May not be processed unless one 
of the exceptions apply: 
1.	  explicit consent from the 

Data subject is obtained for 
processing Special Categories 
of Personal data for specific 
purposes

2.	  processing is necessary for 
fulfilling employment-related 
obligations and rights, in-
cluding recruitment, employ-
ment contracts, and pension 
schemes

3.	  processing is necessary to 
protect the vital interests of 
a Data subject incapable of 
giving consent

4.	  non-profit organizations 
can process Personal data of 
their members or individuals 
in regular contact, ensuring 
data confidentiality

5.	  processing relates to Per-
sonal data made public by the 
Data subject

6.	  processing is necessary for 
legal claims or court proceed-
ings

7.	 processing is required to 
comply with specific legal ob-
ligations, with notice provided 
to the Data subject where 
feasible

8.	 processing is necessary to 
comply with anti-money 
laundering, counter-terrorist 
financing, or crime prevention 
laws

9.	  processing is needed for 
healthcare purposes, subject 
to professional secrecy obli-
gations

10.	processing is required to 
protect the public against 
misconduct in various service 
sectors

11.	processing is necessary to 
mitigate potential bias or 
inaccurate decision-making

12.	processing is necessary for 
substantial public interest 
reasons, with appropriate 
safeguards for Data subject 
rights.

May not be processed unless one 
of the exceptions apply:

1.	  data subject’s explicit 
consent is given for specified 
purposes

2.	  processing is necessary for 
fulfilling obligations or exer-
cising specific rights under 
employment law, with an 
appropriate policy document 
in place

3.	  processing is necessary to 
protect the vital interests of 
the data subject or another 
person incapable of giving 
consent

4.	  processing is necessary 
for health-related purposes, 
including medical treatment, 
by health professionals under 
confidentiality obligations

5.	  processing is necessary for 
public health interests, such 
as protecting against health 
threats

6.	 processing is necessary 
for archiving and research 
purposes in compliance with 
applicable law

7.	  processing is for legitimate 
activities by non-profit bodies, 
solely for members, with 
data not disclosed without 
consent

8.	  processing is allowed for 
data intentionally made public 
by the data subject

9.	 processing is necessary for 
contract performance or at 
the data subject’s request

10.	  processing is necessary for 
legal claims or when courts 
are acting judicially

11.	processing is necessary 
for various public interest 
reasons, with an appropriate 
policy document in place, 
covering diverse scenarios as 
outlined in the Law.

May only be processed if:

1.	 based on the  data subject’s 
explicit consent

2.	 if the processing is pursuant 
to another law or in imple-
mentation of a previous 
agreement to which the Data 
subject is a party

3.	  the processing serves ac-
tual interests of the data sub-
ject, but communicating with 
the data subject is impossible 
or difficult

4.	 if the controller is a public 
entity and the processing is 
required for security purposes 
or to satisfy judicial require-
ments.

Comparing different privacy 
laws, one can spot that 
except for UAE Federal Law, 
none of the laws allows the 
data to be processed for 
legitimate interest. 

 

SPECIAL CATEGORIES OF DATA
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Right to be 
informed

YES YES YES YES YES

Right of access YES YES YES YES YES

Right to 
rectify

YES YES YES YES YES

Right to have 
data erased

YES YES YES YES YES

Right to 
restrict

YES YES YES YES YES

Right to object YES YES YES YES YES

Right not be 
subject to 
a decision 
based solely 
on automated 
processing

YES YES YES YES YES

Rather than the right ‘not 
to be subject’, UAE Data 
Law and DIFC Law provide 
the ‘right to object to any 
decisions resulting from 
automated processing, 
including profiling’.

Right to ap-
peal decision

YES NO YES YES NO

Right to data 
portability

YES YES YES YES YES

Deadline for 
response

1 month

(+2 months extension).

No specific timeline given. In case of access request, re-
sponse should be provided within 
1 month

(+2 months extension).

Without undue delay and in any 
event within 2 months of receipt 
of the request (can be extended 
+1 month).

Without undue delay and within 
a period of 30 days (can be ex-
tended to +30 days).

DATA SUBJECTS RIGHTS
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Special 
requirements 
for children’s 
data

A controller must obtain parental 
consent if relying on consent to 
process data of children under 
13-16 in relation to an offer of in-
formation society services directly 
to the child.

Not specified. Not particularly addressed. 
However, the exemptions related 
to automated decision making, 
including profiling do not apply if 
the data subject in question is a 
minor (by reference to the legal 
age of majority in the United 
Arab Emirates from time to time).

No specific requirements set to 
controller, but the law states that 
processing is lawful only if and 
to the extent that, among other 
things, processing is necessary 
for the purposes of legitimate in-
terests pursued by the controller 
or by a third party, except where 
such interests are overridden by 
the interests of the data subject 
which require protection of per-
sonal data, in particular where 
the data subject is a child.

Not specified.

PIAs & DPIAs Controllers must conduct data 
protection impact assessments 
for processing that is likely to re-
sult in a high risk to data subjects’ 
rights and freedoms, including 
(a) automated decision making, 
(b) processing of sensitive data 
on a large scale, (c) systematic 
monitoring of a publicly accessi-
ble area on a large scale.

Organisations must conduct a 
formal assessment of necessity, 
proportionality, risks, and risk 
reduction measures when pro-
cessing personal data in certain 
circumstances, especially when:

1.	 employing technology likely to 
pose high risks to the privacy 
and confidentiality of personal 
data

2.	 processing large volumes of 
sensitive personal data.

Prior to undertaking high-risk 
processing activities a controller 
are under obligation to carry out 
an assessment of the impact of 
the proposed processing oper-
ations on the protection of per-
sonal data, considering the risks 
to the rights of the data subjects 
concerned. A controller may also 
elect to carry out such assess-
ment in relation to the processing 
of personal data that is not a 
high-risk processing activity.

Controllers must, prior to pro-
cessing that is likely to result in a 
high risk to the rights of natural 
persons, carry out an assessment 
of the impact of the envisaged 
processing operations on the 
protection of personal data.

A controller shall conduct an 
impact assessment of personal 
data processing in relation to any 
product or service in the following 
cases:

1.	 processing of Sensitive Data

2.	 collecting, comparing, or 
linking two or more sets of 
Personal data obtained from 
different sources

3.	 continuous and large-scale 
processing of Personal data 
of individuals lacking legal 
capacity, or operations requir-
ing continuous monitoring of 
Data subjects, or processing 
Personal data using new 
technologies, or making de-
cisions based on automated 
processing of Personal data

4.	 providing a product or service 
involving processing Personal 
data likely to cause serious 
harm to the privacy of Data 
subjects.

Miscellaneous

MISCELLANEOUS
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DPAs  Processing by a processor 
shall be governed by a contract 
or other legal act under Union 
or Member State law, that is 
binding on the processor with 
regard to the controller and that 
sets out the subject-matter and 

 duration of the processing, the 
nature and  

 purpose of the processing,  
 the type of personal data and  
 categories of data subjects  
 and the obligations and rights 

of the controller. 

When a processor conducts pro-
cessing in accordance with the 
controller’s instructions,  

 an agreement must be es-
tablished between them. This 
agreement should specify the 
scope, subject,  purpose, nature, 
and  type of Personal data, as 
well as the  category of the 
Data subject. 

If not in place, the processor 
shall be deemed responsible, 
jointly with the controller, for 
the obligations and responsibili-
ties contained in the Law.

Where processing is to be carried 
out on behalf of a controller by a 
processor, the processing shall be 
governed by a  legally binding 
written agreement between the 
controller and the processor.

 Processing by a processor 
must be governed by a contract 
or other legal act, that is binding 
on the processor with regard to 
the controller and that sets out 
the subject-matter and  dura-
tion of the processing, the nature 
and  purpose of the processing, 

 the type of Personal data and 
categories of data subjects and  

 the obligations and rights of 
the controller.

The controller must ensure that 
any selected processor provides 
adequate safeguards for safe-
guarding Personal data.  The 
agreement with the processor 
should cover various aspects, 
including the  purpose of pro-
cessing,  types of Personal data 
involved,  duration of process-
ing, notification procedures 
for Personal data Breaches, 
compliance with regulations 
in other countries, mandatory 
disclosure requirements under 
applicable laws, and identifica-
tion of subcontractors or third 
parties involved in processing 
Personal data.

Under each data protection 
law, a DPA is mandatory, but 
the subtle differences should 
be in each case taken into 
account. 

MISCELLANEOUS
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Data Protection Officer (DPO)
EU UAE (Federal Law) DIFC ADGM KSA WLC Remarks

Designation The DPO needs to be appointed 
in cases where:

1.	  the processing is carried out 
by a public authority or body, 
except for courts acting in 
their judicial capacity

2.	  the core activities of the 
controller or the processor 
consist of processing opera-
tions which, by virtue of their 
nature, their scope and/or their 
purposes, require regular and 
systematic monitoring of data 
subjects on a large scale or

3.	  the core activities of the 
controller or the proces-
sor consist of processing 
on a large scale of special 
categories of data pursuant 
to https://gdpr-info.eu/art-
9-gdpr/Article 9 or personal 
data relating to criminal con-
victions and offences referred 
to in Article 10.

The controller and processor shall 
appoint a Data Protection Officer 
in any of the following cases:

1.	 if processing would cause a 
high-level risk to the confiden-
tiality and privacy of the Per-
sonal data of the Data subject 
as a result of adopting new 
technologies or with regard to 
the volume of data

2.	 if processing would involve a 
systematic and comprehen-
sive assessment of Sensitive 
Personal data, including 
Profiling and Automated 
processing

3.	  if processing would be 
carried out on a large volume 
of Sensitive Personal data.

A DPO shall be appointed by:

1.	  DIFC bodies, other than the 
courts acting in their judicial 
capacity; and

2.	 a controller or processor per-
forming High risk processing 
activities on a systematic or 
regular basis.

The controller and the processor 
must appoint a person to perform 
the tasks listed in section 37 
where:

1.	  the processing is carried out 
by a public authority, except 
for courts acting in their judi-
cial capacity

2.	  the core activities of the 
controller or the processor 
consist of processing opera-
tions which, by virtue of their 
nature, scope and purposes, 
require regular and systematic 
monitoring of Data subjects 
on a large scale

3.	  the core activities of the 
controller or the processor 
consist of processing on a 
large scale of Special Catego-
ries of Personal data.

The controller shall appoint 
one or more individuals to be 
responsible for the protection 
of Personal data in any of the 
following cases:

1.	  controller is a public entity 
that provides services involv-
ing processing of personal 
data on a large scale

2.	  primary activities of the 
controller consist of process-
ing operations that require 
regular and continuous 
monitoring of individuals on a 
large scale

3.	  core activities of the con-
troller consist of processing 
sensitive personal data.

There is a subtle difference 
regarding appointment obliga-
tion in the:

KSA, where it does not need to 
be a large scale processing of 
sensitive personal data to trig-
ger the appointment obligation. 

UAE, where the appointment 
obligation wording is different 
and focuses more on high-risk 
activities. 

DPO

https://gdpr-info.eu/art-9-gdpr/
https://gdpr-info.eu/art-9-gdpr/


SPECIAL CATEGORIES OF DATASCOPE DATA SUBJECTS RIGHTS MISCELLANEOUS DPO DATA BREACH ENFORCEMENT
Comparison of GDPR v selected Middle East 
Privacy Laws

EU UAE (Federal Law) DIFC ADGM KSA WLC Remarks

Tasks The data protection officer shall 
have at least the following tasks:

1.	  to inform and advise the 
controller or the processor and 
the employees who carry out 
processing of their obligations 
pursuant to this Regulation 
and to other Union or Member 
State data protection provi-
sions

2.	  to monitor compliance with 
this Regulation, with other 
Union or Member State data 
protection provisions and with 
the policies of the controller 
or processor in relation to the 
protection of personal data, 
including the assignment 
of responsibilities, aware-
ness-raising and training of 
staff involved in processing 
operations, and the related 
audits

3.	  to provide advice where 
requested as regards the data 
protection impact assessment 
and monitor its performance 
pursuant to Article 35

4.	  to cooperate with the su-
pervisory authority

5.	  to act as the contact point 
for the supervisory authority 
on issues relating to process-
ing, including the prior con-
sultation referred to in Article 
36, and to consult, where 
appropriate, with regard to 
any other matter.

The Data Protection Officer shall, 
in particular, undertake the fol-
lowing tasks and powers:

1.	 verifying the quality and cor-
rectness of the procedures in 
place at the controller and the 
processor

2.	 receiving requests and com-
plaints related to personal 
data in accordance with pro-
visions of this decree-law and 
its executive regulations

3.	  providing technical advice 
on evaluation procedures 
and periodic examination of 
personal data protection sys-
tems and intrusion prevention 
systems at the controller and 
processor, documenting the 
results of such evaluation and 
providing appropriate  rec-
ommendations in this regard, 
including risk assessment 
procedures

4.	  acting as a link between the 
controller or the processor, as 
the case may be, and the bu-
reau regarding the application 
of personal data processing 
provisions stipulated in this 
decree by law

5.	 any other tasks or powers 
which are determined in 
accordance with the Executive 
Regulations of this decree by 
law.

A DPO shall perform at least the 
following tasks:

1.	 monitor a controller or proces-
sor’s compliance with: (i) this 
Law; (ii) any other data pro-
tection or privacy-related laws 
or regulations to which the 
organisation is subject within 
the DIFC; and (iii) any policies 
relating to the protection of 
Personal data, including the 
assignment of responsibili-
ties, awareness-raising and 
training of staff involved in 
processing operations, and 
the related audits

2.	  inform and advise a 
controller or processor and 
its employees who carry out 
processing of its obligations 
pursuant to this Law and 
to other data protection 
provisions, including where 
the organisation is subject 
to overseas provisions with 
extra-territorial effect

3.	 provide advice where re-
quested in relation to data 
protection impact assess-
ments undertaken pursuant to 
Article 20

4.	 cooperate with the Commis-
sioner in accordance with 
Article 17(3)

5.	  act as the contact point for 
the Commissioner on issues 
relating to processing

6.	 receive and act upon any 
relevant findings, recommen-
dations, guidance, directives, 
resolutions, sanctions, notices 
or other conclusions issued or 
made by the Commissioner.

The tasks of the Data Protection 
Officer include:

1.	  to inform and advise the 
controller or the processor and 
the employees who carry out 
processing of their obligations 
pursuant to these Regulations 
and to other data protection 
provisions under Applicable 
Law

2.	 to monitor compliance with 
these Regulations, with other 
data protection provisions un-
der Applicable Law and with 
the policies of the controller 
or processor in relation to the 
protection of Personal data, 
including the assignment 
of responsibilities, aware-
ness-raising and training of 
Staff involved in processing 
operations, and the related 
audits

3.	 to provide advice where re-
quested as regards the Data 
Protection Impact Assessment 
and monitor its performance 
pursuant to section 34

4.	  to cooperate with the Com-
missioner of Data Protection; 
and

5.	  to act as the contact point 
for the Commissioner of Data 
Protection on issues relating 
to processing and to consult 
with the Commissioner of 
Data Protection, where ap-
propriate, with regard to any 
other matter.

The responsibilites include:

1.	  monitoring the implemen-
tation of the provisions of the 
Law and its Regulations

2.	 overseeing the procedures 
adopted by the controller

3.	 receiving requests related to 
Personal data in accordance 
with the provisions of the Law 
and its Regulations

4.	  acting as the direct point of 
contact with the competent 
authority and implementing 
its decisions and instructions 
regarding the application of 
the provisions of the law and 
its regulations

5.	  supervising the impact 
assessment procedures, audit 
reports, and evaluations relat-
ed to Personal data protection 
controls, documenting the as-
sessment results, and issuing 
necessary recommendations 
accordingly

6.	 enabling the Data subject to 
exercise their rights as stipu-
lated in the Law

7.	 notifying the Competent 
Authority of Personal data 
Breach incidents

8.	 responding to requests from 
data subjects and addressing 
complaints filed by them in 
accordance with the pro-
visions of the Law and its 
Regulations 

9.	 monitoring and updating 
the records of Personal data 
processing activities of the 
controller

10.	handling the controller’s viola-
tions related to Personal data 
and taking  corrective actions 
accordingly. 

DPO
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Definition A breach of security leading to 
the accidental or unlawful de-
struction, loss, alteration, unau-
thorised disclosure of, or access 
to, personal data transmitted, 
stored or otherwise processed.

Breaching information security 
and Personal data through illegal 
or unauthorized access. This 
includes copying, sending, distrib-
uting, exchanging, transferring, 
circulating or processing it in a 
way which leads to disclosure 
of such data to third parties, or 
destroying or modifying it during 
storage, transfer and processing.

A breach of security leading to 
the accidental or unlawful de-
struction, loss, alteration, unau-
thorised disclosure of, or access 
to, Personal data transmitted, 
stored or otherwise Processed.

A breach of security leading to 
the accidental or unlawful de-
struction, loss, alteration, unau-
thorised disclosure of, or access 
to, personal data transmitted, 
stored or otherwise processed.

Any incident that leads to the 
disclosure, destruction, or

unauthorized access to person-
al data, whether intentional or 
accidental, and by

any means, whether automated 
or manual.

Deadline to 
Report

 72 hours after becoming aware 
of the incident.

Immediately upon becoming 
aware of such breach (the period 
is to be specified in Executive 
Regulations).

As soon as practicable in the 
circumstances.

 72 hours after becoming aware 
of the incident.

 72 hours after becoming aware 
of the incident.

Only UAE Federal Law and 
DIFC don’t have specific 
deadline regarding general 
obligation to report data 
breaches.

Data Breach

DATA BREACH ENFORCEMENT
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Authorities Local authorities in the EU mem-
ber states; European Supervisory 
Authority; European Data Protec-
tion Board.

UAE Data Office established 
under Federal Decree by Law No. 
(44) of 2021.

DIFC Commissioner of Data 
Protection appointed by the Pres-
ident of the DIFC to administer 
the Law.

ADGM Office of Data Protection, 
which includes the Commissioner 
of Data Protection, any deputy 
commissioners and other officers 
or Staff of the Commissioner of 
Data Protection.

Saudi Authority for Data and 
Artificial Intelligence

Fines 4% global revenue or €20 million, 
whichever is higher.

No information (the details is to 
be specified in Executive Regu-
lations).

Fines differ, but the maximum is 
$100 000, which can be imposed, 
for example, in case of infringe-
ment of data subjects’ rights.

Up to $28 million. In case of a disclosure or publica-
tion of sensitive personal data, a 
fine may be issued not exceeding 
SAR 3 million. In case of violation 
of requirements with regard to 
data transfers, a fine may be 
issued in the amount not exceed-
ing SAR 1 million. For violations 
of other provisions of the PDPL, 
penalties are limited to a warning 
notice or can result in a fine not 
exceeding SAR 5 million.

Private right 
of action

Data subjects may claim 
compensation for material and 
non-material damage against 
controllers or processors.

Individuals can file complaints 
through the UAE Data Office 
if they believe that there is a 
violation of the Law or that the 
controller or the processor is 
processing their Personal data in 
violation of the rules and proce-
dures set by the UAE Data Office 
in this regard.

A data subject who suffers 
material or non-material damage 
by reason of any contravention 
of the law or the regulations may 
apply to the court for compensa-
tion from the controller or proces-
sor in question, in addition to, and 
exclusive of, any fine imposed on 
the same parties under article 62 
of the Law. 

Any person who has suffered 
material or non-material damage 
as a result of a contravention of 
these Regulations is entitled to 
compensation from the control-
ler or processor for the damage 
suffered. Any compensation is 
in addition to, and will not limit, 
any fine imposed on the same 
controller or processor. 

Data subjects can claim damag-
es for material and non-material 
loss in relation to breaches of any 
provisions of the law and/or the 
Regulations.

 

Enforcement

ENFORCEMENT


